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� Motivation

Why a new hash function?

Cost of proving related to algebraic description
Traditional hashes have complex representations
Tailored designs improve many applications

Focus on large primes

Used in pairing-based ZK protocols
Small proofs, fast verification
Efficiently used on-chain
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◎ Design Strategy

What do we want:

Improve performance for large
prime fields.

Make design as simple as possible to
minimize attack vectors.

Optimize chosen power map.

Use lookups to increase the
algebraic degree.

How we achieve it:

Feistel structure instead of SPN.

Feistel cipher versus SP network [CBP06, Fig. 4]
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Make design as simple as possible to
minimize attack vectors.

Optimize chosen power map.

Use lookups to increase the
algebraic degree.

How we achieve it:

Non-invertible Squarings and S-Boxes.
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◎ Design Strategy

What do we want:

Improve performance for large
prime fields.

Make design as simple as possible to
minimize attack vectors.

Optimize chosen power map.

Use lookups to increase the
algebraic degree.

How we achieve it:

Account for Montgomery reduction.

Algorithm 1: Montgomery Reduction
Input: c ∈ {0, . . . , pσ − 1}
c̃←

(
c · ((−p)−1 mod σ)︸ ︷︷ ︸

precomputed

)
mod σ

r ← c+ c̃ p
σ

r ←

{
r − p if r ≥ p,
r else.

Return r = cσ−1 mod p
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◎ Design Strategy

What do we want:

Improve performance for large
prime fields.

Make design as simple as possible to
minimize attack vectors.

Optimize chosen power map.

Use lookups to increase the
algebraic degree.

How we achieve it:

Use simple 8-bit lookup tables.
(cf. Monolith [GKL+24])

S-box combined with circular shift.
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� Skyscraper Design: Overview

xL xR

yL yR

S1 ◦ S0

B3 ◦ B2

S5 ◦ S4

B7 ◦ B6

S9 ◦ S8

Square operation Si

Non-invertible x2

Good statistical properties
Speed-up via Montgomery

Bars operation Bi

Non-invertible S-Box B′

Applicable to any prime
High algebraic degree
Speed-up via efficient bit
operations

x2/σ + γi

x2/σ + γi+1

⊞

⊞

B′(x) + γi

B′(x) + γi+1

⊞

⊞
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� Skyscraper Design: Wide-State Dilemma

Question: Feistel takes only two inputs. How to "increase statesize"?

5 / 16



� Skyscraper Design: Wide-State Dilemma

Question: Feistel takes only two inputs. How to "increase statesize"?

� Switch to extension field Fpn

5 / 16



� Skyscraper Design: Wide-State Dilemma

Question: Feistel takes only two inputs. How to "increase statesize"?

� Switch to extension field Fpn

Fpn ≡ Zp[X]/G(x), where deg(G) = n

Square: Evaluate in Zp[X] and reduce by G

Bar: Interpret x ∈ Fpn as vector Fnp

x0+x1 ·X+ · · ·+xn−1 ·Xn−1 ≡ (x0, x1, . . . , xn−1)

Bar Sq
Fp 8 14
Fp2 12 52
Fp3 20 128

Table: Runtime [ns]
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� Skyscraper Design: S-Box component B′

Examples: B′ : Fpn → Fpn for p = 28657 (15-bit prime)

n = 1

17cd
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� Performance Comparison for BN254

Hash Function x86 ZK
Skyscraper 142 1 398

RC 1 510 5 670
POSEIDON 11 324 1 200
POSEIDON2 5 233 1 200
Rescue-Prime 230 950 630
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Area-degree product = size of witness matrix × max. degree of polynomial that encodes a gate
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� Security Issues and Update

What happened:

Rebound attack by Antoine Bak [Bak25]

Distinguisher on 9-round version

No security margin

Release of Skyscraper-v2

xL xR

yL yR

S1 ◦ S0

S3 ◦ S2

S5 ◦ S4

B7 ◦ B6

S9 ◦ S8

B11 ◦ B10

S13 ◦ S12

S15 ◦ S14

S17 ◦ S16
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Recall: Mode of Operation
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A Native performance for hashing over Fp

Message
Hash Function 508 bit [ns] 1 Mbit [µs]
Rescue-Prime 235 630 495 460
POSEIDON 8 276 26 375
POSEIDON2 4 907 13 043
Reinforced Concrete 1 511 3 411

Skyscraper Fp 135 711
Fp2 320 657

Table: Native performance for hashing with log2 p ≈ 254.
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Message
Hash Function 508 bit [ns] 1 Mbit [µs]
Rescue-Prime 235 630 495 460
POSEIDON 8 276 26 375
POSEIDON2 4 907 13 043
Reinforced Concrete 1 511 3 411

Skyscraper(v2) Fp 135 (256) 711 (1482)
Fp2 320 (731) 657 (1423)

Table: Native performance for hashing with log2 p ≈ 254.
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9 Conclusion

New hash function Skyscraper-v2

Efficient in plain and in proof systems for large primes
Plain performance comparable to SHA-3

Feistel design strategy

Allows for non-invertible components
Remove affine layer (costly for large state or large round number)
Simple design (no growing state) due to extension field usage

Generic Bar construction

Not fixed to specific prime
High algebraic degree
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A Plain Performance

BN254 Goldilocks [GKL+24]
Hashing algorithm (t,deg.) Rounds Time [ns] (t,deg.) Rounds Time [ns]

POSEIDON (3,5) 64 (4+56+4) 11 324 (8,7) 30 (4+22+4) 1 898
POSEIDON2 (3,5) 64 (4+56+4) 5 233 (8,7) 30 (4+22+4) 1 292
Rescue-Prime (3,5) 14 230 950 (8,7) 8 12 128

Reinforced Concrete (3,5) 7 (3+1+3) 1 510
Skyscraper-v2 (2,2) 18 (14 Sq., 4 B) 256
Monolith (8,2) 6 130

Table: Native performance of compressing 512 bits (2-1 compression) over Ftp, where t denotes the statesize. For
POSEIDON,POSEIDON2, Rescue-Prime, and Reinforced Concrete, "deg." denotes the non-linear permutation degree, that
is, the smallest positive integer d such that gcd(d, p− 1) = 1 (e.g., d = 5 for BN254 and d = 7 for Goldilocks). In Monolith
and Skyscraper-v2, (non-invertible) squaring is employed as part of a Feistel construction.
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! Plonkish Performance

Component Witnesses Constraints (deg.) Lookups Area-degree product

n = 1

Double squaring 3 3 (2) 0 –
All squarings 9 9 (2) 0 –

Bars 56 10 (1) 32 –
All Bars 224 40 (1) 128 –

Skyscraper-v2 233 49 (1, 2) 128 1398

Reinforced Concrete 378 24 (1, 3, d) 267 5670
POSEIDON, POSEIDON2 80 80 (d) 0 1200
Rescue-Prime 42 42 (d) 0 630

Table: Circuit performance of all components of Skyscraper-v2, where we assume the BN254 setting. This also
includes a comparison with Reinforced Concrete, POSEIDON, POSEIDON2, and Rescue-Prime, where d is the
smallest positive integer such that gcd(d, p− 1) = 1 (e.g., d = 5 for BN254).

16 / 16


	Introduction
	Design
	Performance Comparison
	Conclusion
	References

