TU

Graz

SCIENCE
PASSION
TECHNOLOGY

Systematic Analysis of Kernel Security
Performance and Energy Costs

Fabian Rauscher, Benedict Herzog, Timo Honig, and Daniel Gruss

29.08.2025

RUHR .
UNIVERSITAT
BOCHUM

> isec.tugraz.at



Motivation isec.tugraz.at

Fabian Rauscher ¥ @v4mln & x86.fail



Motivation isec.tugraz.at

Fabian Rauscher ¥ @v4mln & x86.fail



Motivation isec.tugraz.at

Fabian Rauscher ¥ @v4mln & x86.fail



Motivation isec.tugraz.at

®  Security isimportant

Fabian Rauscher ¥ @v4mln & x86.fail



Motivation isec.tugraz.at

®  Security isimportant
= Mitigating dangerous vulnerabilities is important

Fabian Rauscher ¥ @v4mln 8 x86.fail



Motivation isec.tugraz.at

®  Security isimportant
= Mitigating dangerous vulnerabilities is important
= Performance is important

Fabian Rauscher ¥ @v4mln 8 x86.fail



Motivation isec.tugraz.at

®  Security isimportant

= Mitigating dangerous vulnerabilities is important

= Performance is important

— When mitigating vulnerabilities performance is optimized

Fabian Rauscher ¥ @v4mln

& x86.fail



Motivation isec.tugraz.at

®  Security isimportant

= Mitigating dangerous vulnerabilities is important

= Performance is important

— When mitigating vulnerabilities performance is optimized
= What about energy?
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m  CPUs are a lot more complex than 30 years ago

m out-of-order execution
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= Rebooting the system after the benchmarks for every CVE is slow
— Cloud scenario

m Tested KernelrunsinaVM
=  Measurement code runs on the host
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= We test all CVE patches since Linux 4.0

— 1616 CVEs
— 3232 Kernels
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= Running all benchmarks on one kernel: = 6 min

= Running all benchmarks on all kernels once: ~ 14 days
® 100 samples ~ 3.7 years

— We need to prefilter
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Build all Kernels with debug information
Set a breakpoint on every line that changed in the patch
Run all benchmarks

Throw out CVEs and specific benchmarks for some CVEs where no
breakpoint is hit

DENME
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CVE list: 1616
Search fix commit ¢—> no knovyn Fix
commit: 12
CVEs with fix

commits: 1604

) Kernels do not

Build Kernels H build: 46

Kernels build:
1558

Boot Tests ,L—) not booting: 13

booting: 1545

statistically not affecting
significant: 62 benchmarks: 1437
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= (CVE-2017-1000112

m  Adds new checks in the UDP implementation

— UDP benchmark: Runtime +1.5%, Energy consumption +1.4%
= CVE-2020-29534

P\ m  Pipe reference countissue
— Pipe benchmark: Runtime -0.6%, Energy consumption -0.9%
m  Reason: less branch misses (-2.1%)
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= 2018: first software mitigations against CPU bugs with
Meltdown and Spectre

= Can be turned on or off through the Kernel command line
options

= By now we have 20 mitigations for x86 alone
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= for large overheads performance and energy consumption
correlate (relatively) well
= for small overheads they can differ by a lot

AT D . .
: - ,‘, D — use energy consumtpion as an extra metric
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We

. made the first large scale analysis of energy and performance of Linux
security patches and mitigation

. created a method for efficient benchmarking of patches
. analyzed 1616 CVEs, covering an 8 year time frame
. analyzed all available Linux mitigations

. collect performance counter data of interesting cases and discuss them in
detail
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