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www.isec.tugraz.atOpen Questions

¥ Is the differential characteristic possible?
¡ What is the expected differential probability of the characteristic?

Does the probability depend on the key?
¢ Does the probability of the characteristic accurately predict the differential probability?
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www.isec.tugraz.atPotential Remedies

Ô Experimental verification
Infeasible for low-probability characteristics

È Quasidifferential Trails [BR22]

Theoretical Framework
Uses linear masks instead of values

¨ Propagating constraints [PT22]

Each active S-box forms a half-constraint
Connect two half-constraints to find a dependency

¥ SAT-based verification
Create cipher model in SAT
Recover more information about characteristic
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õ Input
Cipher description as CNF (already available for many ciphers)
Differential Characteristic

÷ Output
Necessary linear and nonlinear conditions for keys

Identify relevant S-boxes

Estimated probability averaged over all keys / specific key
Estimate number of valid keys

§ https://github.com/isec-tugraz/AutoDiVer
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www.isec.tugraz.atCreating the Cipher Description

Encode block cipher as a CNF
Linear layer
S-boxes
Key schedule with round constants

Active S-boxes need additional constraints
Must follow solution set {x, y : S(x) = y ∧ S(x ⊕∆i) = y ⊕∆o}
CNF created automatically with espresso
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¥ Use a SAT solver to verify whether any solution exists
can detect impossible characteristics
or proves characteristic is possible

¡ Solve with a SAT solver for many random keys
approximate the number of valid keys
SAT Solver learns a clause for each UNSAT key
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www.isec.tugraz.atSystematically Learning Linear Conditions

Solve SAT problem F with random seed k + 1 times.
Calculate affine hull of the k + 1 keys.

Formulate conjecture as A · K = c.
Solve SAT problem F ∧ A · K ̸= c.

UNSAT → proof that A · K = c.
SAT → repeat previous step.
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www.isec.tugraz.atFinding Affine Hull: Example

Solve F with random seed 49 times
49 values for (K0, K1, K2) that span an
affine space of dimension 47

Conjecture based on affine space: K1,0 = 0
Solve F ∧ K1,0 ̸= 0

UNSAT → K1,0 must be 0
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www.isec.tugraz.atFinding Relevant S-box: Example

Add assumption variables sr,i for each S-box
sr,i implies clauses for S-box i of round r

Solve F ∧ K1,0 ̸= 0 under assumption of sr,i
UNSAT, conflict: ¬s0,0 ∨ ¬s1,0
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www.isec.tugraz.atBackground: Approximate Model Counting

y Research field related to SAT solving
We use ApproxMC [SGM20]

õ Given CNF formula F, tolerance ε, and confidence δ

Optional: projection set of variables to count over
÷ output approximate solution count c

1
1+ε

≤ c
|sol(F)| ≤ 1 + ε

with probability p ≥ 1 − δ

� use this to count probability / number of valid keys

11 Marcel Nageler

www.isec.tugraz.at


www.isec.tugraz.atCounting number of valid keys

The model counter provides one extra input:
the sampling set

→ count how many assignments for this subset of variables exist
use this to count key space
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Implementation for many ciphers
strongly aligned SPN: SKINNY, Midori
pure SPN: GIFT, PRESENT, RECTANGLE
weakly aligned SPN: Ascon, SPEEDY, Pyjamask
Feistel: WARP
ARX: SPECK

Many key dependencies confirmed and some new ones
Observations

Finding affine hull is most effective for more rounds
ApproxMC reliable but slow for many rounds
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For Midori64 characteristic with p = 2−52 ([Zha+20, Tab. 5])

Deterministic results
Affine Hull: 17 linear conditions (1.4 seconds)
No extra nonlinear conditions found (n = 100k, 35 seconds)
key set size ≤ 2111

Statistical results
p = 2−52±0.14 with probability 0.99 (95 seconds, ε = 0.1, δ = 0.01)

(averaged over all 2128 keys)

key set size = 2111±0.14 with probability 0.99 (57 seconds, ε = 0.1, δ = 0.01)
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§ Tool for verification of differential characteristics

¥ We show whether a characteristic is possible or not
¡ We estimate the expected probability of a characteristic

We find linear and nonlinear conditions on the key

? Probability of the differential might be larger than of characteristic
? Variation of probability across valid keys needs different tools
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