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Abstract. Feed-forward controllers compute control outputs to adapt to
changes in environmental parameters in a cyber-physical system. When
synthesizing control functions it can be difficult to give an analytical
description of the controlled plant or to decide the expected control
output ahead of time. These systems must, however, adhere to strict
safety requirements, which makes it hard to write correct controllers. In
this paper, we propose a novel blackbox synthesis approach to construct a
continuous control function while dynamically sampling a limited number
of test cases. The controller is guaranteed to be correct for a given Lipschitz
bound. It can be adapted to work for increasingly conservative estimates
of the bound based on observed behavior, iteratively providing increasing
confidence in its correctness. Our algorithm employs a linear interpolation
model, based on a Delaunay triangulation, to identify candidate control
functions. It then generates additional test cases to either confirm a
candidate or to improve the model. We evaluate our approach on random
benchmarks and CPS examples to show its effectiveness.

1 Introduction

In this paper, we focus on the synthesis of a type of feed-forward control func-
tions that interact with a blackbox environment that can only be sampled but
have strong requirements to be correct. A feed-forward controller measures an
environmental parameter, such as temperature, and produces control outputs to
ensure the system behaves correctly. This architecture is well suited to handle
sudden large changes in the environment, because it can preemptively change
its control outputs. In practice feed-forward and feedback controllers are often
used together where the feed-forward controller handles large disturbances with
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Fig. 1: Schematic

measurable causes and the feedback controller handles smaller disturbances. This
paper focuses on synthesizing feed-forward controllers that control a black box
system.

Figure 1 show the high-level structure of the synthesis problem. The system
and its specification is modeled as function f that takes as inputs the uncon-
trollable environment input I (e.g. temperature) and the controllable input C
(e.g. valve setting) that is controlled by the controller c. The output of f is
a real-valued robustness score quantifying how robustly the plant satisfies the
specification, where a positive (negative) value signifies a satisfied specification
(a violated specification, resp.). We want to automatically synthesize a controller
c for cyber-physical systems (CPS) where both the uncontrollable (I) and con-
trollable inputs C are real-valued. The controllable inputs C have to be chosen
such that for every uncontrollable input I the system satisfies the specification.

We consider a setting where the system is only available as a blackbox function.
Cyber-physical systems often depend on a physical environment for which no
accurate model is available. Even for applications where source code is available,
such as analog systems, analytical reasoning about the system is often impossible.
Synthesis is performed in a test environment (a laboratory or simulator) where
both the controllable and uncontrollable inputs can be selected for a simulation.
This setup makes it impossible to use traditional synthesis methods that require
a white-box model of the environment. When a white-box model is available
traditional methods such as reactive synthesis [5] or program synthesis [3,18] can
be used. Other methods use a set of input-output examples [21] which requires
the user to know the desired output.

As a further complication, the evaluation of a cyber-physical system may
be very time-consuming. For instance, executing a robotic system in physical
environments can take a long time. Performing gate-level hardware simulations is
also much slower than high-level software models. For example, a single simulation
using the circuit simulator in our industrial case study takes between one and
two minutes. We thus have a setting in which the behavior of the system can only
be approximated by testing it, and the number of test runs has to be minimized
as much as possible for the procedure to be time efficient.

Formal correctness guarantees are not available when using blackbox optimiza-
tion and machine learning methods that can be used to handle blackbox systems,
these also require a large number of simulations. We use robustness measures [10]
along with the assumption of Lipschitz continuity to show formal correctness in



Synthesis of Controllers for Continuous Blackbox Systems 3

Fig. 2: Blackbox synthesis overview.

a blackbox setting. The assumption of Lipschitz continuity is well established
in the control community [30] and also applied in the verification of continuous
systems [17]. Lipschitz continuity together with a known Lipschitz constant means
that for every sample that satisfies the specification we can conclude that all
inputs within a certain distance around the sample are guaranteed to satisfy the
specification without having to sample them. This makes it possible to verify a
function over a continuous state space using a finite number of samples.

Note that if the plant is discontinuous in arbitrary ways, we cannot draw
conclusions from any finite number of samples. We thus adopt the assumption
that the plant is Lipschitz continuous with constant k.

Our Approach. We present a novel approach that combines blackbox testing
with functional synthesis to find control functions for blackbox environments.
Our algorithm uses a linear interpolation model of the CPS based on a Delaunay
triangulation of samples of the CPS. To build an initial model, we run a small
number of random tests consisting of uncontrollable and controllable inputs.

We then proceed in three steps. (See Fig. 2 for an overview.) First, we
construct a candidate control function that is correct according to the model
by performing a search for a path starting at the minimum input value and
ending at the maximum input value that goes only through vertices with positive
values. Second, if we find a candidate that is correct according to the model, we
run additional tests with the aim to falsify or verify it (for the given Lipschitz
constant). The testing effort is guided by an uncertainty metric that quantifies
the likelihood that the model is wrong at any given point by comparing the
model’s prediction with the upper and lower bounds provided by the Lipschitz
constant. If the candidate is falsified by finding an input for which it does not
meet the specification, we use the executed tests to improve the model and
identify a different candidate based on the new model. Third, if we cannot find
a candidate, we perform exploratory testing to reduce the uncertainty of the
overall model. This helps to identify promising regions for candidate functions
that might otherwise be overlooked.
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Fig. 3: Blackbox function of running example (left). Final model and solution (right).

The tests that we run during exploration and validation lead to an iteratively-
improving model. If a solution with a good enough robustness exists, the model
will eventually be good enough to find it. If no solution exists the model improves
until it can guarantee that no solution exists (Proposition 8).

The Lipschitz constant may be known, or it can be estimated using the
samples obtained during the synthesis of the controller. In the latter case, we
can estimate the actual value of k using one of several known means such as
the Strongin estimator. This allows us to generate a controller for an arbitrarily
conservative estimate of k, or even a sequence of controllers that is guaranteed
to be correct for increasingly conservative estimates.

We use the simple synthetic function f(i, c) = sin(i)∗cos(c)+0.2 as a running
example. Fig. 3(left) shows the black box function f , where the function values
are shown as a color gradient between red for high values (correct behavior) and
blue for low values (incorrect behavior). The zero-level curves are shown in black.
On the right, we show the interpolation model including the solution in blue, the
zero-level lines of the model in black, and the zero-level lines of f in red. The
right part shows the constructed model and the found solution.

Contributions. Our main results can be summarized as follows.

– We provide a novel approach to synthesize continuous control functions for
blackbox CPSs that uses guided testing and counterexample-guided model
improvement to find promising solutions.

– We provide an uncertainty measure to estimate the quality of a model that
improves iteratively.

– We evaluate our method on multiple case studies and demonstrate that it can
find provably correct control functions using a small number of test cases.

2 Related Work

2.1 Simulation based Validation

Simulation-based validation [7, 8, 16] or falsification testing can be used to falsify
cyber-physical systems. Given a blackbox function representing a plant, the goal
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is to find a controller input that violates a given formal specification. These
robustness specifications can be used to guide an optimizer to find inputs that
violate the specification [11,13,25].

These methods focus on testing and falsifying a plant in combination with
a given controller. We use similar robustness specifications to quantify the
satisfaction of a controller. In contrast to these falsification approaches, we
consider a synthesis problem. We are not given the controller, but we try to find
one while executing tests. The given Lipschitz bound also allows us to verify a
system by obtaining a test suite that guarantees correctness.

2.2 Min-Max Blackbox Optimization

A variation of the blackbox synthesis problem can be formulated as a multi-
objective optimization problem. These are often referred to as min-max blackbox
optimization or robust blackbox optimization [2,12,22,24]. Given a function with
two sets of parameters, in blackbox optimization, we want to find a value for
the first parameter that maximizes the minimal output of the function over all
possible values of the second parameter. This approach could be used to perform
a parameter synthesis version of our problem: it can find a fixed controller output
that maximizes the worst plant output for any of the uncontrollable input values.
If this output is positive, the controller output satisfies the specification for any
uncontrollable input.

We propose a more general approach in which the controller output is not
fixed but rather depends on its input. Of course, in the case that the structure of
the control function is known, we can use blackbox optimization to search for
a set of template parameters. However, often such a template is not available.
Furthermore, blackbox optimization methods provide no guarantee that the found
minimum is correct or greater than zero (especially for functions that are not
convex). Our method, on the other hand, can prove that the proposed solution is
correct and uses fewer samples as we are not interested in an optimal solution
but only in one that satisfies our specification.

2.3 Models for Blackbox systems

Models are widely used in blackbox optimization settings, or even in situations
where the objective function is known but too complex, so performing optimization
on a simpler approximate model is more desirable than doing so on the original
function.

A popular approach to blackbox optimization is Bayesian Optimization, which
relies on statistical models. These models provide an estimate of the objective
function at each point together with a measure of uncertainty, given by the
standard deviations of some underlying probability distributions. This measure
of uncertainty is useful for balancing the exploration of low information areas
and exploitation of the information accrued so far. Out of these models, Gaussian
Processes are a popular choice across multiple domains of application [27]. In
particular, they have been used in the verification of cyber-physical systems [9,34].
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Another important family of models is those obtained via interpolation of
different kinds of basis functions. It is possible to equip such models with tailored
uncertainty measures and use them in blackbox optimization, achieving similar
results to Bayesian optimization [4].

In our proposed method we opt for piece-wise linear interpolations as models.
These are simpler than the models described above, and hence it is easier to
perform tasks like finding level curves on them. This can be done exactly and
efficiently on our models, whereas one would need to resort to inexact and more
inefficient numerical methods to find level curves on Gaussian Processes or other
more involved kinds of interpolations. A potential drawback of our simpler models
is its lower precision, but whereas in traditional blackbox optimization precision
plays a more important role (i.e., one needs to distinguish between potentially
close and high values when looking for a global maximum), we only need to
ensure that the output of the plant remains positive, which often allows us to
use less precise models.

3 Preliminaries

3.1 Formal Problem Statement

We consider blackbox functions f : I × C → R with two types of inputs: the
uncontrollable input I and the controllable inputs C. We assume that I and C
are box-shaped real-valued domains with dimensions 1 and n. We assume without
loss of generality that every dimension has a lower bound of min and an upper
bound of max . The input domains are thus I = [min,max] and C = [min,max]n.
We use sI to refer to the uncontrollable value and sC to the controllable values
of s from I × C. The controllable inputs to the plant are computed by a control
function c ∈ (I → C), a continuous function that selects a controllable input for
each uncontrollable input.

The goal of our approach is to find a control function c for a given black
box plant and specification f that always satisfies the specification, i.e., ∀i ∈
I : f(i, c(i)) ≥ 0. This should be done by collecting as few samples as possible.
We define a sample s as a point in the domain I × C for which we evaluate the
blackbox function f and we refer to the set of all collected samples as S ⊂ I ×C.

Many systems do not have a single output where positive values correspond
to satisfying the specification. In that case the expected behavior of the system is
provided in the form of a quantitative specification. This evaluates the quality of
the produced output and assigns it a real-valued score. Positive values indicate that
the specification is satisfied whereas negative values signify a violated specification.
Similar robustness measures are often used for temporal specifications [10,14,23].
This quantitative specification is integrated into the blackbox function f/

3.2 Lipschitz Continuity

We assume the blackbox function f consisting of plant and specification is
Lipschitz continuous with constant k, that is, ∀x1, x2 ∈ I ×C : |f(x1)− f(x2)| ≤
k∥x1 − x2∥ where ∥ · ∥ refers to the Euclidean norm.
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Fig. 4: Lipschitz bound and derived quantities.

Given a set of samples S ∈ I×C, we can compute the maximum and minimum
value that f may take at a point p in I×C as f̂+

S (p) = mins∈S f(s)+k ∥s−p∥ and

f̂−
S (p) = maxs∈S f(s)−k ∥s−p∥. Lipschitz continuity provides such a guarantee for
the neighborhood of any positive or negative samples. We define the Lipschitz ball

around a sample s with radius |f(s)|/k as Bk(s) = {p ∈ I ×C | ∥p− s∥ ≤ |f(s)|
k }.

For all p ∈ Bk(s) for a sample s, Lipschitz continuity with a Lipschitz constant
less than or equal to k guarantees that f(p) ≥ 0 if f(s) ≥ 0 and that f(p) ≤ 0 if
f(s) ≤ 0.

Figure 4 depicts these concepts using a function f with the one-dimensional
input s on the x-axis and the function value f(s) on the y-axis. Based on the
samples s′ and s′′, the function f is guaranteed to lie inside the shaded area created
by the cones around the samples. The balls (intervals in the one-dimensional

case) around each s are denoted by B(s). For one point p the figure shows f̂+
S (p)

and f̂−
S (p).

If the Lipschitz constant is not known, it can be approximated using the
collected samples. A classic approach is the Strongin estimator [29], defined as

k̂ = r ·maxi ̸=j |f(si)− f(sj)|/∥si − sj∥ for r > 1. There are also more precise
stochastic estimations [15,19,33].

3.3 Delaunay Triangulation and Interpolation

Let S ⊆ I × C be a finite set of points. A Delaunay triangulation T of S is a
subdivision of the convex hull of S into d-simplices (d-dimensional generalizations
of triangles) that are “compact” in the sense that no point lies strictly within
the circum-hypersphere (the generalization of the circumcircle of a triangle) of
any simplex T .

Given a function f : I×C → R, a set of samples {(s1, f(s1)), . . . , (sn, f(sn))},
and a triangulation T of the set S = {s1, . . . , sn}, the piece-wise linear interpo-
lation of f given by T is the map mT defined as follows: The domain of mT
is the convex hull of S. Given a simplex T ∈ T with vertices sr1 , . . . , srd and
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a point x ∈ T , there are unique λ1, . . . λd ∈ [0, 1] satisfying
∑d

t=1 λt = 1 and

x =
∑d

t=1 λtsrt where the second sum is between vectors in the Euclidean space.

Then the value mT (x) is defined as
∑d

t=1 λtf(srt).
Delaunay triangulations are well-suited for the interpolation of spatial data

[32], as they avoid long thin triangles and induce a neighborhood structure on
the vertices that relates well to their distances on the space [28].

4 Blackbox Synthesis Method

4.1 Exploration and Model

Our method uses samples collected from simulations to identify new candidate
solutions. We use mT : I × C → R to denote the value predicted by the linear
approximation model for an arbitrary point in the domain. In combination with
a known Lipschitz bound a precise model of f can be obtained.

Proposition 1. Suppose f ’s Lipschitz constant is k ≥ 0, and that the maximum
length of an edge inside T is d. Then |mT (x)− f(x)| ≤ kd for all x ∈ I × C.

Proof. Consider a simplex T in T with vertices v1, ..., vm. For any point x ∈ T it
holds that

min{f(vh) | 1 ≤ h ≤ m} ≤ mT (x) ≤ max{f(vh) | 1 ≤ h ≤ m}.

The maximal distance between any vertex of T to any point inside T is bounded
by the length of the longest edge d.

As such, ∀v ∈ {v1, ..., vm}∀x ∈ T : f(v)− kd < f(x) < f(v) + kd. Symmetri-
cally, this also implies ∀v ∈ {v1, ..., vm}∀x ∈ T : f(x)− kd < f(v) < f(x) + kd.
As mT (x) is a weighted average of f(vi) for i ∈ {1, ...,m}, mT (x) is contained in
the interval [f(x)− kd, f(x) + kd], which directly implies |mT (x)− f(x)| ≤ kd.

A corollary is the following:

Proposition 2. Let k be f ’s Lipschitz constant, and let d be the smallest edge
length in the triangulation T . Suppose that kd ≤ ϵ for some ϵ > 0. Then the
following hold:

– If c : I → C is such that mT (x, c(x)) ≥ ϵ for all x, then c is a solution for f .
– If c : I → C is such that f(x, c(x)) ≥ ϵ, then c is a solution for mT .

To guide the selection of samples we define a heuristic to select interesting
points. An uncertainty estimator assigns a non-negative value to each point in
the domain I × C, where zero means that the model is correct at this point and
a higher score indicates less confidence in the predicted value. We provide two
uncertainty estimates, each using the Lipschitz property. The first estimate, û,
compares the upper and lower bounds: ûS(p) = f̂+

S (p)− f̂−
S (p). This assigns the

highest uncertainty to points with the largest range of possible values.
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Fig. 5: Delaunay interpolation model for the running example (left). Uncertainty
scores û for the same model (right), white denotes zero uncertainty and the
darker the color the higher the uncertainty.

Fig. 6: Uncertainty estimation.

We propose a novel uncertainty estimator u that takes into account that we
are looking for a model that correctly predicts the sign of a function, but might
be less certain about the exact value.

uS(p) =

{
max(f̂+

S (p), 0) if mT (p) ≤ 0,

max(−f̂−
S (p), 0) otherwise.

Figure 6 shows three cases that are assigned the same uncertainty score using
û, but have different uncertainty scores using u based on how far the prediction is
from zero. Figure 5 shows the Delaunay interpolation model of an early iteration
and the values of the uncertainty measure u for the same model.

To improve the global quality of our model we use exploratory tests. These
help to find new candidates in under-explored areas. Algorithm 1 select points
using three heuristics. Two of them are based on the uncertainty estimators
u and û, for which we use the shorthand ûV (x) and uV (x) where the set V is
implicitly selected as the vertices of the simplex in T that contains x. The third
heuristic eventually selects all points on a grid with spacing l = ϵ/(2k

√
n+ 1).

Proposition 3. Let k be f ’s Lipschitz constant, and let d be the longest edge
length in the triangulation T . Exploratory testing will eventually result in a model
such that k · d ≤ ϵ for some ϵ > 0.
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Algorithm 1 Exploratory Testing

1: function ExploratoryTesting(f,mT )
2: for number of explorations do
3: x1 ← argmaxx∈I×C ûV (x)
4: x2 ← argmaxx∈I×C uV (x)
5: x3 ← (s0l, . . . , snl) for unused s0 . . . sn ∈ {0, 1, . . . ,max/l} ▷ Terminate if

the grid is complete.
6: mT ← DelaunayTriangulation(S ∪ {x1, x2, x3})

Every call to exploratory testing includes one sample from a grid with spacing
l = ϵ/(2k

√
n+ 1), where n is the number of controllable parameters. The factor√

n+ 1 is the length of the diagonal in such a grid cell. The domain is bounded
so this grid contains only a finite number of points. After all the points from this
grid have been sampled, any Delaunay triangulation contains no edges longer
than ϵ/k.

4.2 Searching for Candidate Solutions

The candidate search procedure takes a model in the form of a triangulation graph
T and its associated interpolation function mT . We want to identify candidate
solutions c for the controller. The main criterion for a candidate controller is that
it satisfies the specification according to our model. This leaves us with a very
large and unstructured search space. To make the problem more tractable we
limit the candidates to piece-wise linear functions. This is a reasonable restriction
as with enough segments we can represent a solution to every realistic problem
for which a solution exists.

Most models will allow for multiple solutions. In principle, any of them would
serve as a candidate solution. However, candidates with a higher minimal value
seem to result in faster overall convergence. We rank candidates c by the lowest
point according to the interpolation model i.e. mini∈I(mT (i, c(i))).

We present two algorithms to search for candidates based on the triangulation
model. The first uses the bottleneck shortest path algorithm along the edges of
the triangulation to find candidates with high minimal value. This works well in
practice, but it might miss some candidates. For completeness, we also present a
second algorithm which is guaranteed to find a candidate if one exists.

Using Bottleneck Shortest Paths A solution corresponds to a path that
connects a point at the lower bound of the input domain to another point at
the upper bound of the input domain. Instead of searching all possible piece-
wise linear functions, we limit the search to only segments that are part of the
Delaunay triangulation graph. This allows us to use standard algorithms for finite
graphs, but it might miss some candidates. The limited number of considered
paths is alleviated by improving the model which increases the number of edges.

Algorithm 2 shows how to translate our synthesis problem into a bottleneck
shortest path problem on a directed subgraph of the Delaunay triangulation



Synthesis of Controllers for Continuous Blackbox Systems 11

Algorithm 2 Path search for finding candidates.

1: function FindCandidateSolution(mT )
2: S,E ← vertices and edges from T
3: E ← {((sI1, sC1 ), (sI2, sC2 )) ∈ E | sI1 < sI2}
4: E′ ← {(s1, s2) ∈ E | mT (s1) > 0 ∧mT (s2) > 0}
5: S′ ← {s ∈ S | mT (s) > 0}
6: S′′ ← S′ ∪ {start, end}
7: E′′ ← E′ ∪ {(start, s) | sI = min} ∪ {(s, end) | sI = max}

8: w(s1, s2) =

{
min(mT (s1),mT (s2)) (s1, s2) ∈ E′

0 otherwise

9: return BottleneckShortestPath((S′′, E′′), start,end, w)

Fig. 7: Delaunay graph. Fig. 8: Directed positive
subgraph with candidate.

Fig. 9: Configuration
where Algorithm 2 does
not find an existing
candidate solution.

consisting of the edges that are positive and in the direction of increasing I. We
add source and sink nodes and edges to allow any vertices with sI = min as start
points and vertices with sI = max as end points. The bottleneck shortest path
on the graph from source to sink is the path where the minimal edge weight is
maximized. This is efficiently computable using a variant of Dijkstra’s algorithm
or more specialized implementations. See [20] for an overview. Figure 7 shows
the graph resulting from the triangulation of the running example and Figure 8
the preprocessed graph including the bottleneck shortest path.

Proposition 4 (Soundness of the candidate search). Any candidate found
by Algorithm 2 is a solution to the synthesis problem on the model.

The search is performed on a graph with only positive edges that point in the
positive I direction. A candidate solution is a continuous path from the minimum
input to the maximum input. Any found path is thus a valid candidate solution.

Search algorithm with completeness guarantee. In some cases, searching
only along the edges of the triangulation might result in no candidate solution
being found, even when one exists (an example of this situation can be seen in
Figure 9).
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To solve this problem we add some auxiliary vertices and edges to the graph
of the triangulation and search for a path in this extended graph. However, in
this new graph vertical edges are included, so a left-to-right path in the graph
does not necessarily correspond to a candidate solution c. Hence, one needs to
be careful and consider only paths whose vertical segments can be “perturbed”
slightly and remain non-negative. We give an outline of the procedure below.

We consider a triangulation T of I ×C. Recall that T is a simplicial complex.
A facet F ∈ T is a d-dimensional simplex in the complex. Similarly to Algorithm 2,
we build a graph GT from T in such a way that paths in the graph correspond
to solutions in mT . Initially, the vertex set V corresponds to the vertices v ∈ T
with mT (v) ≥ 0. Afterwards, for each edge e ∈ T that has at least one endpoint
with a non-zero value, we consider the only point (if any) ve ∈ e that achieves
mT (ve) = 0. We add to V all those new points of the zero-level curve of mT .
At this stage we consider for each v ∈ V the vertical hyper-plane given by
hv = {x ∈ I × C | xI = vI}. Given a non-vertical edge e ∈ T , we add to
V all the intersections of e with the hyperplanes hv where the value of mT is
non-negative. Now we define a set E of directed edges on V , given by (u, v) ∈ E
if uI < vI and u, v share a common facet in T . The final graph GT has vertex
set V (GT ) = V ∪ E (that is, we have a new vertex representing each edge in E),
and its set of directed edges is given by

E(GT ) =E ∪ {(v, (u1, u2)) ∈ V × E | v = u1}
∪ {((u1, u2), v) ∈ E × V | v = u2}
∪ {((v1, v2), (u1, u2)) ∈ E × E | vI1 = uI

1, and

v1, v2, u1, u2 share a facet in T }.

In summary GT has two types of vertices: points x ∈ I × C and ones that
correspond to “segments” (x, y) ∈ (I × C)2. Two points are joined by a directed
edge when they lie on a shared facet and the I-coordinate of the first is smaller
than the I-coordinate of the second. Vertices representing segments are joined
to both their endpoints via directed edges. Finally, two vertices that represent
segments are joined by an edge if the left endpoints of the segments have the
same I-coordinates and the endpoints of the segments lie in some common facet.

A left-to-right path in GT is just a directed path v0, . . . , vk in the graph where
v0, vk ∈ I × C and vI0 = min, vIk = max. The extended search algorithm
builds the graph GT and searches for a left-to-right path inside. The following
two results state that such a path exists if and only if there is some candidate
solution for mT .

Proposition 5 (Soundness of the extended search algorithm). Suppose
that there is a left-to-right path in GT . Then there is a continuous map c : I → C
with mT (i, c(i)) ≥ 0 for all i ∈ I.

It is illustrative to see how a left-to-right path v0, . . . , vk in GT corresponds
to a solution c : I → C in last proposition. The idea is that from this path we
obtain a sequence of points x0, . . . , xk ∈ I×C whose I-coordinates are increasing.
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Algorithm 3 Verification of a candidate solution.

1: function VerifyCandidate(c,f,m)
2: edges← edges of the candidate c
3: while edges ̸= ∅ do
4: e← get and remove the edge with the maximum u from edges.
5: v1, v2 ← vertices of e
6: if ∃p ∈ e : u{v1,v2}(p) > 0 then ▷ equivalent to e ̸⊂ Bk(v1) ∪Bk(v2)
7: z ← argmaxz∈e u{v1,v2}(z)
8: S ← S ∪ {z}
9: if f(z) < ϵ then ▷ Evaluate blackbox function
10: return False, S

11: edges← edges ∪ {(v1, z), (z, v2)}
12: return True, S

Then the curve p(i) = (i, c(i)) is just the union of the segments [xh, xh+1]. If the
vertex vh is just a point in I×C, then we set xh = vh. Alternatively, suppose that
vh, vh+1, . . . , vh+ℓ is a maximal sub-path where all vertices represent segments.
I.e., for each j = 0, . . . , ℓ, vh+j = (uj , wj) ∈ (I × C)2. Observe that by the
definition of GT , u

I
j remains constant for all j, and wI

j > uI
j . Then for each

j = 0, . . . , ℓ we pick xh+j as an arbitrary point in the interval [uj , wj ] in such a
way that the I-coordinates of the points are increasing. This allows us to complete
the choice of the points x0, . . . , xk and define the curve (i, c(i)).

Proposition 6 (Completeness of the extended search algorithm). Sup-
pose there is a continuous map c : I → C with mT (i, c(i)) ≥ 0 for all i ∈ I. Then
there is a left-to-right path in GT .

4.3 Verification of Candidate Solutions

When a candidate solution is found we need to verify whether ∀i ∈ I : f(i, c(i)) ≥ ϵ
by sampling new values and using previous samples of f . This is done via a
guided testing procedure shown in Algorithm 3. It aims to verify a candidate
solution by finding samples S such that the Lipschitz balls induced by the samples
completely cover the candidate.

A candidate solution consists of a set of edges. The verification is done one
edge at a time and either confirms that it is covered by the Lipschitz balls induced
by its vertices or adds a new sample on the edge. The new sample might be
negative which falsifies the candidate, or it is used to split the edge into two
parts that need to be verified.

The edges are verified in the order of their uncertainty u, based on their vertices.
We define the uncertainty of an edge e = (v1, v2) as u(e) = maxx∈e u{v1,v2}(x).
Selecting edges in this order makes it more likely to quickly reject spurious
candidates.

If an edge e is not covered, the point on the edge with the highest uncertainty
is added as a new sample. This either falsifies the candidate or splits the edge
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into two smaller edges to be tested. The algorithm rejects all candidates with
values less than ϵ, as the verification might otherwise get stuck for a candidate
that asymptotically approaches zero.

Proposition 7 (Soundness and ϵ-completeness of the verification).
Given a Lipschitz constant k and an ϵ > 0, for all candidates c, the verification
will terminate with either a counterexample p ∈ I such that f(p, c(p)) < ϵ, or by
showing that f(i, c(i)) ≥ 0 for all i ∈ I.

Proof. In case a candidate is verified every point in the candidate solution is
included in a Lipschitz-ball of a positive sample. If a counter-example is found
this is witnessed by a point on the candidate with a function value less than
ϵ. To show termination we observe that the highest uncertainty of any edge is
decreasing in every iteration of the verification loop and it is bounded below by 0.
Given an edge e = (v1, v2) and a point z ∈ e with f(z) ≥ ϵ and u{v1,v2}(z) > 0.
We have that ∥vi − z∥ ≥ ϵ/k for i ∈ {1, 2}, because any point closer to one of
the vertices has a uncertainty of 0. Splitting e into two edges e1 = (v1, z) and
e2 = (z, v2) results in the uncertainties u{v1,z}(e1) and u{z,v2}(e2) which are
both less than u{v1,v2}(e) − ϵ. Every iteration of the loop reduces the highest
uncertainty of all edges by at least ϵ, or it decreases the finite number of edges
that share the highest uncertainty. Therefore, the verification loop terminates
with a correct result.

4.4 Blackbox Synthesis

Based on the components defined in the previous sections we can define our
method for blackbox function synthesis as shown in Algorithm 4. The main loop
starts by performing some guided exploration tests as described in Section 4.1
and constructs a triangulation model from all samples. Then, one of the search
algorithms from Section 4.2 is used to search for a candidate solution. If no
candidate can be found, more exploration tests are performed. Once a candidate
has been found, verification as described in Section 4.3 is attempted. When a
counter-example is found, it and all other samples collected during verification
are incorporated into the model. The algorithm terminates once a candidate has
been verified successfully.

Proposition 8 (Soundness and ϵ-completeness of the synthesis algo-
rithm). For a known Lipschitz constant k and an ϵ > 0. Given there exists a
c′ ∈ I → C with f(i, c′(i)) ≥ 2ϵ for all i ∈ I. The Algorithm 4 finds a control
function c ∈ I → C such that f(i, c(i)) ≥ 0 for all i ∈ I.

Proof. As long as no solution has been found, the algorithm performs repeated
calls to ExploratoryTesting, because all functions called in Algorithm 4
terminate. ExploratoryTesting performs a finite number of simulations. De-
launayTriangulations and the path search in FindCandidateSolution are
graph algorithms known to terminate. The termination of FindCandidateSo-
lution is shown in Proposition 7. Given that we perform arbitrarily many calls
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Algorithm 4 Blackbox Functional Synthesis

1: function BlackBoxSynthesis(f)
2: Using blackbox function f , set of samples S, model m, and candidate solution c.
3: loop
4: S ← S ∪ ExploratoryTesting(f,m)
5: m← DelaunayTriangulation(S)
6: c← FindCandidateSolution(m)
7: if c = null then
8: continue
9: Correct , S′ ← VerifyCandidate(c, f)
10: if Correct then
11: return c
12: else
13: S ← S ∪ S′

to ExploratoryTesting eventually all grid points are sampled. So the length
d of the longest edge in the triangulation satisfies kd ≤ ϵ (Proposition 3).

Proposition 2 shows for the given c with ∀i : f(i, c(i)) ≥ 2ϵ, there is a c′

in the model such that mT (i, c
′(i)) ≥ ϵ. By Proposition 6 the search finds a

candidate solution c such that mT (i, c(i)) ≥ ϵ. By Proposition 7 the verification
is guaranteed to succeed for the candidate c as no valid counterexample exists.
As such, VerifyCandidate will show that f(i, c(i)) ≥ 0 for all i ∈ I.

The output upon termination of the algorithm depends on the quality of
possible solutions in the blackbox function. We distinguish three cases based on
the bottleneck value b := maxc(mini∈If(i, c(i)):

b > 2ϵ The algorithm is guaranteed to find a solution c such that
∀if(i, c(i)) > 0.

0 < b < 2ϵ The algorithm may find a valid solution c such that
∀if(i, c(i)) > 0 or it will terminate without a solution.

b < 0 The algorithm is guaranteed to terminate without a solution.

The ϵ-completeness guarantees rely on an extensive exploration. Even though a
negative result can only be shown for very small problems, this property shows
that our algorithm is guaranteed to progress towards a solution.

4.5 Dynamic Lipschitz Bound Estimation

The previous section describes a sound and ϵ-complete synthesis algorithm for
the case where the Lipschitz bound for the blackbox function is known. For
some systems only the fact that they are Lipschitz continuous is know without
also knowing the value of the Lipschitz constant. In that case no soundness or
completeness guarantees are possible. However, Lipschitz bound estimation can
be incorporated into our method by computing an estimate based on the collected
samples after a solution has been found. The algorithm can then be restarted with
a more precise or conservative Lipschitz bound and using all previous samples to
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Algorithm 5 Synthesis with dynamic Lipschitz bound estimation.

1: S ← ExploratoryTesting(f) ▷ Initialization with some random samples
2: select r ≥ 1.0
3: loop
4: k ← LipschitzEstimate(S, r)
5: c, S ← BlackBoxSynthesis(f, S, k)
6: k′ ← LipschitzEstimate(S, r)
7: if k′ ≤ k then ▷ estimate did not change
8: if c is null then
9: yield (null, r) ▷ Return null and confidence and continue.
10: increase r
11: else
12: yield (c, r) ▷ Return solution and confidence and continue.
13: increase r

create the initial model. This way solutions for ever-improving Lipschitz bound
estimates can be obtained. Algorithm 5 describes how to combine our method
with Strongin’s method for Lipschitz estimation. First a small number of random
samples are used to compute a first estimate for the Lipschitz bound. Then
the blackbox synthesis algorithm is run with the estimated Lipschitz bounds
and the existing samples are used to build the initial model. If the Lipschitz
bound estimate did change due to the samples collected during synthesis the
synthesis algorithm is rerun with the updated Lipschitz bound. Otherwise a
result is reported together with the confidence parameter for which the result
is correct. The loop can then either be terminated if the confidence is good
enough or repeated with a more conservative Lipschitz estimation. To improve
the confidence in a found solution the candidate verification algorithm can also
be run with more conservative estimates computed only from samples close to
the candidate. This is justified, because rapid changes that are far away from the
solution do not affect the validity of that solution.

5 Evaluation

We implemented a prototype implementation of our approach in Python. The
implementation uses QHull3 to compute Delaunay triangulations. SciPy [31] is
used for its graph implementations. Our implementation uses the incomplete
candidate search described in Algorithm 2 with a known Lipschitz constant. For
exploratory testing one grid point and two of each uncertainty sample (u and
û) are added. Our prototype implementation and experiments are available at
https://doi.org/10.5281/zenodo.13880504.

The focus of our algorithm is to find solutions with few evaluations of the
blackbox function. We perform our evaluation on randomly generated problem
instances, six CPS examples, and an industrial case study. To provide a baseline

3 http://www.qhull.org/

https://doi.org/10.5281/zenodo.13880504
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for our implementation we compare with a simple DFS search and a state-of-
the-art blackbox min-max optimization tool [1, 2]. Blackbox optimization has
some differences compared to our approach, it requires a template and tries to
maximize the function value, but does not provide a correctness guarantee. To
obtain a comparable setting we use a piece-wise linear function defined by four
points as the template, combine it with our verification function, and report the
number of samples where the first verifiably correct function was found.

5.1 Random Perlin Noise Functions

Perlin noise [26] is a type of random gradient noise that includes a smoothing
step. By varying the scale parameter, random functions with specific Lipschitz
constants may be sampled for arbitrary dimensions. Instances of Perlin noise also
tend to include features like dead ends and low valleys that make the problem
more difficult. Setting f to an instance of Perlin noise can then supply us with an
infinite number of random test cases. Not all instances of Perlin noise, particularly
in low dimensions contain a valid solution c. By adding a constant value o ∈ R+

to the Perlin noise, the difficulty of the problem can be varied. We use three
configurations with a different number of controllables for Perlin noise generation
and generate 100 random instances of each. The results for the three evaluated
methods are shown as cactus plots in Figure 10. Our method consistently finds
solutions with the lowest amount of samples. In the case of one controllable about
half the instances are only solved by our method.

5.2 Cyber-Physical Systems

We also evaluated our approach on CPS problems three of which are illustrated in
Figure 11. The first problem is a robot arm controller where the gripper at the top
of the arm has to remain in a target zone and the arm must avoid collisions with
obstacles. The input is the position of the target and the controllables are the two
joints and the length of the upper segment. The robustness specification is based
on the distance to the obstacles and to the target. The next set of problems are
motion planning tasks where one or two agents have to avoid moving obstacles
and each other. The controller has to select a position for each agent based on
the current time. Another problem is a controller for the lights in an office space
with four desks, four lamps, and windows. Based on the sunlight intensity the
lamps have to be dimmed such that the amount of light at each desk is within a
given tolerance.

Our experiments show that our triangulation-based method outperforms the
two other approaches on most benchmarks. The optimization-based method
performs well on some of the simpler benchmarks where it is slightly better than
our method. Our method can solve the harder examples using only a few hundred
samples whereas the other methods exceeded the maximum of 10000 samples.
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Fig. 10: Cactus plots for solving random instances of Perlin noise problems. It
shows how many instances can be solved with a certain amount of samples. The
number of simulations is capped at 2500.

5.3 Industrial Case Study

We applied our method to an industrial bandgap device [6] provided by an
industry partner. It is used to provide a reference for voltage and current that is
as close as possible to a target value. Figure 12 shows a schematic of the case
study. The device consists of two main parts an analog bandgap and a digital
trimmer. The analog part produces intermediate current and voltage from a power
supply. The trimmer is then used to adjust these to be as close as possible to their
respective reference values. Both components show different behavior based on
the environment temperature. To compensate for these effects a small controller
is used to adjust the trimmer based on the current temperature. In this case study
we synthesize this temperature-trimming controller. The relationship between
temperature, trimming parameters, and output voltage and current is too complex
to be analyzed as a whitebox system. Therefore, we treat it as blackbox system
on which simulations can be performed. The blackbox function for our method is
marked by a grey box, it consists of the analog bandgap, the trimmer and the
specification. This compares the output current and voltages to their reference
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(a) Robot arm con-
trol with red obstacles
and blue moving target
zone.

(b) Multi agent motion plan-
ning.

(c) Light control with 4 desks,
4 lamps, and windows on the
south side.

Fig. 11: Illustrations of selected CPS problems.

values and an allowed tolerance. The robustness value shows the distance to
the tolerance boundary with positive values inside the tolerance and negative
values outside. For every call to the blackbox function, nine simulations are
performed using different supply parameters to obtain the worst-case robustness
over variation in the supply.

The experiments are performed on a machine-learned surrogate model of the
system that was trained from a highly accurate analog electronic circuit simulator
model. One evaluation of the blackbox function takes about one second on the
ML model and 10 minutes on the circuit simulator. Table 1 includes the median
results of our experiments for five variants of the bandgap device. Out of the 25
runs (5 random seeds for each of the 5 variants) performed for the case study the
optimization approach was unable find any solution, the DFS method succeeded
4 times with a best case performance of 632 samples. Our triangulation method
succeeded on every run. We can conclude that our triangulation-based approach
is the only one able to consistently find a solution in less than 1000 simulations.

Due to the long simulation times, this use case greatly benefits from our
method which uses more resources to process the samples but can find verified
solutions with a small number of samples.

6 Conclusion

We have presented a novel blackbox synthesis approach to construct a continuous
control function for CPS. Our approach works for systems that have to be treated
as black boxes because code is either not available or cannot easily be explored
analytically. We focus on systems that are expensive to execute, as may be the
case for physical or analog systems. Thus, we attempt to minimize the number
of executions of the system needed to synthesize a correct controller.

Our algorithm employs a linear interpolation model based on a Delaunay
triangulation to identify candidate control functions. It then generates additional
test cases to either confirm a candidate or to improve the model. In case good
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Fig. 12: Schematic of the industrial bandgap case study.

Table 1: Samples required to solve the synthesis problems. DFS is the greedy
baseline, OPT is the min-max optimizer from [2], and TRI is the triangulation-
based approach presented in this paper. The table reports the median of 5 runs.

Problem DFS OPT TRI

Robot arm control 717 — (>2500) 310
Multi-agent multi-obstacle motion planning — (>2500) — (>2500) 295
Multi-obstacle motion planning — (>2500) 1020 50
Multi-agent single obstacle motion planning — (>2500) — (>2500) 346
Light control 1578 26 68
Beach line — (>2500) — (>2500) 34

Bandgap temperature trimming v1 — (>1000) — (>1000) 159
Bandgap temperature trimming v2 — (>1000) — (>1000) 268
Bandgap temperature trimming v3 — (>1000) — (>1000) 152
Bandgap temperature trimming v4 — (>1000) — (>1000) 147
Bandgap temperature trimming v5 — (>1000) — (>1000) 99

candidates cannot be found, exploratory testing yields more global information
about the CPS.

Our algorithm constructs a controller that guarantees correctness for a given
Lipschitz bound on the system. This bound may be either known or may be
learned during synthesis with a given confidence. Thus, given enough time, we
can construct controllers that are correct with arbitrary confidence. The Lipschitz
bound limits the amount of testing that needs to be done. The algorithm is
guaranteed to terminate with a solution if there is a control function with a
quality of at least 2ϵ. We have shown the effectiveness of our approach on random
benchmarks and CPS examples.
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